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INTRODUCTION 
 
The Data Protection Act (DPA) requires a clear policy for security of information within the 
practice. The policy will provide direction on security against unauthorised access, unlawful 
processing, and loss or destruction of personal information. The following is a Statement of 
Policy which will apply. 
 

OBJECTIVE 

The objective of this policy is to ensure that the Trust: 

• Complies with the Data Protection Act 

• Complies with the Caldecott Principles 
• Complies with the requirements set out in the Confidentiality: NHS Code 

of Practice 

Further details of the Data Protection Act and the Caldecott Principles can be found in 
Appendix 1. 

The Confidentiality: NHS Code of Practice can be found on Intradoc, an extract can be 
found in Appendix 2, which details many of your main responsibilities. 

It should be noted that the term "Personal identifiable information" is used throughout this 
document; this includes patient and staff information. 

REASON FOR POLICY 

To facilitate the high quality provision of client care, information is often required to 
be moved from one service to another or from one department to the next. The 
transfer of information carries with it a great many risks, not least that the information 
might arrive at the wrong location or be delivered to the wrong person. 

This policy details the steps required to send Personal Identifiable information by post, 
fax, telephone, delivering by hand and email. 

APPLICABILITY 

 
The policy applies to all employees and Partners, and also applies to other people who 
work/use at the Practice e.g. self-employed staff, temporary staff and contractors – 
collectively referred to herein as ‘third parties’. 
 
*For the purposes of this policy third-parties are not employees and need to be aware of and 
agree to abide by this Policy. If the third party is an employee of another organisation (e.g. a 
NHS body/agency), the third parties’ employer will also be involved 
 
PHYSICAL LOCATION AND SECURITY 
 
 Do not allow unauthorised people into areas where confidential information is kept 

unless supervised. 
 Check peoples ID badges. 
 Take measures to prevent casual scanning of information. 
 Where possible store identifiable information in a locked draw/filing cabinet. 
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POLICY 
 

 All information held at the Practice about patients is confidential, whether held 
electronically or in hard copy 

 All information about patients is confidential: from the most sensitive diagnosis, to the 
fact of having visited the surgery or being registered at the Practice. This includes 
information about patient’s families or others associated with them. 

 Other information about the Practice (for example its financial matters, staff records) is 
confidential 

 The practice will take steps to ensure that individual patient information is not 
deliberately or accidentally released or (by default) made available or accessible to a 
third party without the patient’s consent, unless otherwise legally compliant.  

 Partners, employees and third parties must not under any circumstances disclose 
patient information to anyone outside the Practice, except to other health 
professionals on a need to know basis, or where the patient has provided written 
consent. 

 Partners, employees and third parties must not under any circumstances disclose 
other confidential information about the Practice to anyone outside the Practice unless 
with the express consent of the Practice Manager or the Senior Partner. 

 Partners, employees and third parties should limit any discussion about confidential 
information only to those who need to know within the Practice. 

 The duty of confidentiality owed to a person under 16 is as great as the duty owed to 
any other person.  

 Partners, employees and third parties must be aware of and conform to the 
requirements of the Caldicott recommendations. 

 All patients can expect that their personal information will not be disclosed without 
their permission (except in the most exceptional circumstances when disclosure is 
required when somebody is at grave risk of serious harm). 

 Where disclosure of information is required which is non-routine in nature the patient 
will, where possible be fully informed of the nature of the disclosure prior to this being 
released. 

 Electronic transfer of any confidential information, once approved by the Practice 
Manager, must be transmitted via the NHSnet.  Partners, employees and third parties 
must take particular care that confidential information is not transmitted in error by 
email or over the Internet.  

 Partners, employees and third parties must not take data from the Practice’s computer 
systems (e.g. on a memory stick or removable drive) off the premises unless 
authorised to do so by the Practice Manager. 

 Partners, employees and third parties who suspect a breach of confidentiality must 
inform the Practice Manager immediately. 

 Any breach of confidentiality will be considered as a serious disciplinary offence and 
may lead to dismissal or in the case of third parties termination of agreement. 

 Partners, employees and third parties remain bound by the requirement to keep 
information confidential even if they are no longer employed or working at the 
Practice. Any breach, or suspected breach, of confidentiality after the worker has left 
the Practice’s employment will be passed to the Practice’s lawyers for action 

 The practice will display a poster in the waiting room explaining to patients the practice 
policy 
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 The practice will make available a brochure on Access to Medical Records and Data 

Protection for the information of patients. 
 

 The practice will ensure that all staff have training on Confidentiality issues, DPA 
principles, working security procedures, and the application of Best practice in the 
workplace. 

 
 The practice will undertake prudence in the use of, and testing of, arrangements for 

the backup and recovery of data in the event of an adverse event. 
 

 The practice will maintain a system of “Significant Event Reporting” through a no-
blame culture to capture and address incidents which threaten compliance. 

 
 DPA issues will form part of the practice general procedures for the management of 

risk. 
 

 

RESPONSIBILITIES OF PRACTICE STAFF/THIRD PARTIES 

 
All health professionals must follow their professional codes of practice and the law. This 
means that they must make every effort to protect confidentiality. It also means that no 
identifiable information about a patient is passed to anyone or any agency without the express 
permission of that patient, except when this is essential for providing care or necessary to 
protect somebody’s health, safety or well-being. 
 
All health professionals are individually accountable for their own actions. They should, 
however, also work together as a team to ensure that standards of confidentiality are upheld, 
and that improper disclosures are avoided. 
 
Additionally, Water Meadow Surgery, as Employers:  
 

 are responsible for ensuring that everybody employed by the practice understands the 
need for, and maintains, confidentiality. 

 have overall responsibility for ensuring that systems and mechanisms are in place to 
protect confidentiality. 

 have vicarious liability for the actions of those working in the practice – including 
health professionals and non-clinical staff (i.e. those not employed directly by the 
practice but who work in the surgery). 

 
Standards of confidentiality apply to all health professionals, administrative and ancillary staff 
- including receptionists, secretaries, practice manager, cleaners and maintenance staff who 
are bound by contracts of employment to maintain confidentiality. They must not reveal, to 
anybody outside the practice, personal information they learn in the course of their work, or 
due to their presence in the surgery, without the patient’s consent. Nor will they discuss with 
colleagues any aspect of a patient’s attendance at the surgery in a way that might allow 
identification of the patient unless to do so is necessary for the patient’s care. 
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IF DISCLOSURE IS NECESSARY 

 
If a patient or another person is at grave risk of serious harm which disclosure to an 
appropriate person would prevent, the relevant health professional can take advice from 
colleagues within the practice, of from a professional / regulatory / defence body, in order to 
decide whether disclosure without consent is justified to protect the patient or another person. 
If a decision is taken to disclose, the patient should always be informed before disclosure is 
made, unless to do so could be dangerous. If at all possible, any such decisions should be 
shared with another member of the practice team. 
 
Any decision to disclose information to protect health, safety or well-being will be based on 
the degree of current or potential harm, not the age of the patient.  
 
Confidentiality guidelines:  
 

 Be aware that careless talk can lead to a breach of confidentiality – discuss your work 
only with authorised personnel, preferably in private. 

 Always keep confidential documents away from prying eyes. 

 Verbal reporting should be carried out in private. If this is not possible, it should be 
delivered in a volume such that it can only be heard by those for whom it is intended. 

 When asking for confidential information in circumstances where the conversation can be 
overheard by others, conduct the interview in as quiet and discreet a manner as possible 
and preferably find somewhere private for the discussion. 

 There may be times when a young person attends on their own. On such occasions it 
may not be appropriate to enquire further as to the reason for the visit, and a referral to a 
clinician, or a Practice nurse for triage, may be more appropriate.  

 Information should be given over the telephone only to the patient or, in the case of 
children, to their parent or guardian.  Precautions should be taken to prevent the 
conversation being overheard. Care must be taken to ensure that the duty of 
confidentiality to a minor is not breached, even to a parent. 

 The duty of confidentiality owed to a person under 16 is as great as the duty owed to any 
other person 

 When using computers, unauthorised access should be prevented by password protection 
and physical security such as locking the doors when offices are left unattended.  Where 
possible, VDU screens should be positioned so they are visible only to the user.  
Unwanted paper records should be disposed of safely by shredding on site and computer 
files on hard or floppy disks should be wiped clean when no longer required. 

 If unsure about authorisation to disclose, or a person’s authorisation to receive 
confidential information, always seek authorisation from a Partner or the Practice 
Manager before disclosing any personal health information. 

 Original medical records and information must not be handed to the patient or relative.  
The traffic of such information must be co-ordinated by Practice staff. 
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CODE OF PRACTICE FOR THE SECURE HANDLING OF CONFIDENTIAL INFORMATION 

 
PROCEDURE FOR SHARING PERSONAL INFORMATION BY POST 

 Confirm the name, department and address of recipient 

 Ensure that the documents going into the envelope are appropriate to the addressee 

 Seal the information in a robust envelope 

 Mark the envelope "Private and Confidential" 

 When appropriate, (e.g. medical records) send the information by recorded delivery 

 When necessary, ask the recipient to confirm receipt. 

This procedure relates to Data Protection Principles 6 and 7 and Caldecott Principle 4. 

PROCEDURE FOR SHARING PERSONAL INFORMATION BY FAX (see Appendix 4) 

 Double check the fax number 

 Use pre-programmed numbers wherever possible 

 If you do not use a pre-programmed number you should telephone the recipient of 
the fax (or their representative) to let them know you are going to send confidential 
information 

 Make sure your fax cover sheet states who the information is for and mark it 
"Private and Confidential" 

 If appropriate, request a report sheet to confirm that transmission was successful. 
 
This procedure relates to Data Protection Principles 7 and Caldecott Principle 4. 

PROCEDURE FOR SHARING PERSONAL INFORMATION BY TELEPHONE 

 Do not make telephone calls where you can be overheard (e.g. Reception) 

 When you receive a call check to ensure you are speaking to the correct person, ring 
back (where possible) to confirm someone’s identity. 

 Confirm the name, job title, department and organisation of the person requesting 
the information 

 Confirm the reason for the information request if appropriate 

 Take a contact telephone number (e.g. main switchboard number) but never a 
direct line or mobile phone number 

 Check whether the information can be provided. If in doubt tell the enquirer you 
will call them back 

 Provide the information only to the person who has requested it - do not leave 
messages unless certain it is appropriate to do so. 

 Ensure that you record your name, date and the time of disclosure, the reason for 
it and who authorised it. Also record the recipient's name, job title, organisation 
and telephone number to provide an audit trail. 

 
This procedure relates to Data Protection Principle 7 and Caldecott Principle 4. 
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PROCEDURE FOR TRANSPORTING PERSONAL INFORMATION 
 
 Personal identifiable information should only be taken off site when absolutely 

necessary, or in accordance with local policy 

 Record what information you are taking off site and why, and if applicable, where 
and to whom you are taking it - for example on a tracer card 

 Information must be transported in a sealed container 

 Never leave personal identifiable information unattended - such as in a car or 
client's home (except when client has patient held notes) 

 Ensure the information is returned back on site as soon as possible 

 Record that the information has been returned. 

This guidance relates to Data Protection Principle 7 and Caldecott Principles 4 and 6 

PROCEDURE FOR EMAILING PERSONAL INFORMATION 

 NHSmail (@nhs.net) is a secure email system.. There are other government secure 
email systems – see Appendix 3 

 Non NHSmail is not a secure method of transferring information - other email address, 
including @nhs.uk addresses, will not be encrypted and are therefore not protected 
sufficiently and should not be relied upon to protect personal identifiable data 

 Personal information and other sensitive information should not be sent by email unless 
it has been encrypted to the standards approved by the NHSmail. 

 When sending personal identifiable data by email, the data must be properly protected if 
the data is detailed enough that individuals can be identified from it. 

 Personal identifiable information must only be sent between NHSmail accounts- not 
just across standard NHS networks. Therefore information should only be sent from 
one NHSmail account to another NHSmail. This is because NHSmail encrypts both 
the email and its attachments and therefore requires no additional protection. 

 If a patient requests personal information to be sent by email, they should be asked to 
send their request via email to watermeadow@nhs.net. This will allow a return message 
to be sent direct to the sender. However, before agreeing to disclose any information the 
usual identity checks should be made to ensure that the person asking for the 
information is who they say they are. 

 All emails should ask for a delivery receipt 

 
 

Signed: 

 
S Benjamin 
Practice Manager & Caldecott Guardian      
Date: 16th September 2014 

 

mailto:watermeadow@nhs.net
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Appendix 1 

 

The 8 Data Protection Principles 

 

1. Be processed fairly and lawfully. 

2. Obtained only for specified and lawful purpose(s). 

3. Be adequate, relevant and not excessive in relation to the purpose(s). 

4. Be accurate and, where necessary, up to date. 

5. Not be kept for longer than necessary. 

6. Be processed in accordance with the rights of the Data Subject. 

7. Appropriate technical and organisational measures shall be taken against 
unauthorised/unlawful processing and against accidental loss, destruction or damage. 

8. Not be transferred outside the EEA unless adequate protection of rights and freedoms are 
ensured. 

The 6 Caldecott Principles 

 

1. Justify the purpose 

2. Don't use patient-identifiable information unless absolutely necessary 

3. Use the minimum necessary patient-identifiable information 

4. Access to patient-identifiable information should be on a strict need-to-know basis 

5. Everyone should be aware of their responsibilities 

6. Understand and comply with the law
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Appendix 2 

Confidentiality: Code of Practice 

For all types of records, staff working in offices where records may be seen must: 

• Shut/lock doors and cabinets as required. 

• Wear building passes/ID if issued. 

• Query the status of strangers. 

• Know who to tell if anything suspicious or worrying is noted. 

• Not tell unauthorised personnel how the security systems operate. 

• Not breach security themselves. 

Manual records must be: 

• Formally booked out from their normal filing system. 

• T racked if transferred, with a note made or sent to the filing location of the transfer. 

• Returned to the filing location as soon as possible after use. 

• Stored securely within the clinic or office, arranged so that the record can be 

found 

easily if needed urgently. 

• Stored closed when not in use so that contents are not seen accidentally. 

• Inaccessible to members of the public and not left even for short periods where 
they 
might be looked at by unauthorised persons. 

• Held in secure storage with clear labelling. Protective 'wrappers' indicating sensitivity - 

though not indicating the reason for sensitivity - and permitted access, and the 

availability of secure means of destruction, e.g. shredding, are essential. 

With electronic records, staff must: 

• Always log-out of any computer system or application when work on it is finished. 

• Not leave a terminal unattended and logged-in. 

• Not share logins with other people. If other staff have need to access records, then 
appropriate access should be organised for them - this must not be by using others' access 
identities. 

• Never reveal passwords to others. 

• Change passwords at regular intervals to prevent anyone else using them. 

• Avoid using short passwords, or using names or words that are known to be associated 
with them (e.g. children's or pet's names or birthdays). 

• Always clear the screen of a previous patient's information before seeing another. 

• Use a password-protected screen-saver to prevent casual viewing of patient 
information by others. 
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Appendix 3 
 

NHS mail is one of a number of government secure email systems. 
 
NHS mail connect securely to other government secure email system which allows users to share 
information confidentially with their users 
 
The full list of secure government email systems are below. They have email addresses ending: 
 
 cjsm.net  (Criminal and Justice) 
 gcsx.gov.uk  (Local government/social services) 
 gsc.gov.uk  (Central Government) 
 gsi.gov.uk (Central government including Department of Health) 
 gsx.gov.uk (Central Government) 
 hscic.gov.uk (The Health and social Care Information Centre) 
 mod.uk (Military) 
 nhs.net (NHSmail) 
 pnn.police.uk (Police) 
 scn.gov.uk (Criminal and Justice) 
 
NHS mail provides a secure method of exchanging sensitive information with other NHS mail 
users and public sector contacts that use one of the other secure government email services. 
 
Additionally, NHS mail users can securely exchange sensitive information with users of non-
accredited of non-secure email services, for example those ending in.NHS.uk, Hotmail, Gmail 
and Yahoo by using an additional encryption service 
 
The NHS mail encryption feature inserts health and social care staff benefit from a secure service 
which allows them to communicate across organisational boundaries and industry sectors. 
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APPENDIX 4 

Faxing Policy 

1. Introduction 

Although Fax machines can be a useful mechanism for the conveying of information they 
have vulnerabilities which could result in the wrong person reading the sent document. 
The ICO discourages the use of fax for the sending of personal data but recognises that 
there are some very limited circumstances where there is no alternative. 

2. Key Messages 

Staff must always consider whether the use of fax is the most appropriate method of 
sending information. Where possible discourage faxes being sent. 
Staff must take all reasonable steps to ensure that a fax transmission is sent, and 
received, by the intended recipient. 
When using fax to transmit information, data should be restricted to a minimum. Only data 
which are essential should be included in the information transmitted. 

3. The purpose of this document 

The purpose of this document is to make staff aware of the vulnerabilities in using fax and 
to provide guidelines on how to reduce risks. 

4. Threats and vulnerabilities 

Dial l ing 

Common mistakes are:  - dialling the wrong number 

-  hitting the wrong speed-dial key 

-  wrongly programmed speed-dial keys 

Physical locat ion of  fax machines 
Not all fax machines will be located in a secure area, therefore the information sent or 
received may not be secure. 

5. Should I send this information by Fax? 

Classificatio

n 
Example Can I fax this 

?information? 
Unclassified Any informat ion that is  publ ic ly avai lable  Yes.  

Protect •  Personnel  records and  
assoc iated correspondence  

•  Procurement tenders,  
contracts  and associated  
correspondence 

Yes,  provided that there 

is  

no other  secure means 

of  

sending the informat ion.  

 

No where there is a h igh  

volume of  personal  data  

Restricted   Sens i t ive pol icy  
development where the ICO  is consul ted  

•  Cases invest igat ing the  wi thholding of  
informat ion in severe cases of  f inanc ia l  
loss,  impeding operat ion of  
government  pol ic ies  

•  Where d isc losure would  
 prejudice invest igat ion or  
commissioning of  cr ime 

No. 

Confidential •  Informat ion which is  marked  

conf ident ia l.  

No. 
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6. Standard operating procedure 

To reduce the risk of unauthorised disclosure, the following steps should be taken: 

• Confirm that you have the correct fax number for the recipient. 

• Confirm with the intended recipient that the receiving fax machine is located in a 

secure area or that the intended recipient is waiting by the fax machine to receive the 

transmission. 

• ICO standard fax cover sheets must be used with all fax transmissions. Cover sheets 

must not be used to transmit information on, separate sheets must be used. 

• When a fax number is entered manually, the sender must visually check the recipient's 

fax number against the cover sheet before starting transmission. 

• Telephone the intended recipient to confirm that they have received the transmission. 

• Fax confirmation sheets must be checked as soon as possible after 

transmission to confirm that the receiving fax number and number of sheets transmitted 

are correct. 

• Staff must not leave documents containing personal data unattended at fax machines. 

• Those staff which receive faxes regularly should check the fax machines periodically for 

faxes 

Using pre-programmed numbers 

• Pre-programmed fax numbers must be regularly checked to confirm they are still valid. 

• A speed-dial sheet showing the fax number and the organisation allocated to each of 

the speed-dial keys should be displayed next to the fax machines. 

• Pre-programmed numbers must only be entered or changed by the Assistant Practice 

Manager or the Practice Manager. 

Mis-directed faxes 

• If anything appears wrong when transmitting a fax, suspend the call immediately. 

• If you become aware that a fax has been sent to the wrong number you must 

immediately inform both the Practice Manager. 

Incoming faxes 

• Faxes should not be left on fax machines 

• If you have specifically requested a fax be sent to you - collect the fax and scan it into 

the system to be stored accordingly. 

Records management 

• Fax material, incoming and outgoing, must be stored or disposed of appropriately. 
Disposal of fax machines 

• When necessary, fax machines must be decommissioned with the same rigour as other 

IT equipment. The decommissioning of faxes is the responsibility of the Practice 

Manager. 


